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Whatis "Pwn"?

12

=
Hx %A

)

e B &)

- EETE R
- B5F9 / &P

—\

|

TR > BT ERGERIE R
ZS YRR X R
EHBRIABRIRBE

X

?E!?-

3t



Pwnable -- Binary Exploit
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- Memory Corruption
- Buffer overflow
- Stack-based
- Heap-based

- Integer overflow

- Race Condition



4B Stackoverflow

(low address)
AAAAAAAA <--- esp
0J0J0101010J0J0]
OOO0OOOO <——- buffer
int main() { 0OOOOOO0
0J0J0101010J0J0]
0J0J0101010J0J0]
0J0J0101010J0J0]
return 0: 0083af3c <-—-- stack canary
1 ffeeddcc <--- ebp, saved ebp
00401234 <—--- return address
abcdabcd
(high address)

printf("your name:");
scanf ("%s", name) ;



4B Stackoverflow

(low address)
AAAAAAAA <--- esp
00000000
41414141 <——- buffer
ImE W) o 41414141
41414141
41414141
41414141
return 0; 41414141 <-—- stack canary
1 41414141 <--- ebp, saved ebp
41414141 <——- return address
41414141
(high address)

printf("your name:");
scanf ("%s", name) ;



4B Stackoverflow

(low address)
AAAAAAAA <--- esp
00000000
41414141 <—-—- suUTfer
int main() { 41414141
4143141
41414141
41414141
rédrn o; 41414141 <-—- stack canary
1 41414141 <--- ebp, saved ebp
41414141 <—-- return address
41414141
(high address)

printf("your name:" )=
scanf ("%s" 4 pafe)y;



&M Stackoverflow

- name 1= F
- data TEFFRERYAL 3L

- scanf("%s", name);
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- 3Rk buffer overflow
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Stack overflow &1 15

- Return to Stack
- 18 shellcode E £ stack _t > return & stack _E#1T
- &) jmp esp

- Return to libc
3 ROP #1117 libc #£EA/Y function
- Return to dlresolve
- #F Dynamic Linking > :EfthE+
system()
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Stack overflow [ &%

- Buffer overflow, return to stack
- Data Execution Prevention > :Z2E R AR H1T
£xsx by Lays)

- Return Oriented Programming (ROPE
- Stack canary #EHRE overflow

- ASLR E{RIFAR

- Shadow Stack > Fi 5 9h—1
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& stack 1% return address

- ROP is dead !
- JE{RRIEE - Jump Oriented Programming



http://www.slideshare.net/hackstuff/rop-40525248

Stack Frame

- esp $5/A stack &x&—1E#% push BB
- ebp 5@ stack frame FH5E
] ebp ERSZ I EI B EFM &I EE

- Bl

int add(int x, 1nt y)
1

return Xx V3
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Stack Frame

0804848d <add>:

804848d: push ebp

804848e: mov ebp,esp

8048490 mov eax,DWORD PTR [ebpt+0Oxc]
8048493 11[e}Y; edx ,DWORD PTR [ebp+0x8]
8048496 add eax,edx

8048498 pop ebp

8048499: ret



Stack Frame

- s R stack frame #&iE3RER

- [ebp+4.

- [ebp+8.

- [ebp] => E—1E ebp

=> ret address

=>argl

- |ebp+0xc] => arg2

- |ebp+0x10] => arg3



- - EEYEBRERER
- PE%IABETFETE stack L
- A LA E &K return address
- B%0 index =20 11X return address
- EERER ?
- B try
- it stack offset 5t&
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{528 : array

scanft ("%d", &idx);

38048684 :
3048687 :
8048688
8043868e:
804868f:

lea
push
lea
push
call

eax, [ ebp-0x58]

eax

eax, [ebx-0x16c4]

eax

8048470 <__1s0c99_scanf@plt>



/

{58 : array

printf("Array[%d]

8048697 :
804869a:
804869e:
80486al:
80486a4:
80486a5:
80486a6:
80486ac:
80486ad:

mov
mov
mov
sub
push
push
lea
push
call

eax,
edx,
eax,

%d\n", idx, array[idx]);

DWO
DWO

DWO

esp,0Ox4
edx // arg3
eax // arg2
eax, [ebx-0x16a8]
eax // argl
8048420 <printf@Eplt>
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op-0x58] // 1dx
Op-0x4c+teax*4]

OP—OXx58 ]



{528 : array

Proof:

Your choice: 1

Read

Index ( ®© ~ 15 ) = 20

Array[20] = // Ox804884d

8048848: call 80485da <chall>
: movVv eax,0x0 // return address



pwntools

from pwn import *

# 10 = remote('127.0.0.1', 9999) # TCP conn
10 = process('/bin/cat')

# send(bytes); recv(bytes_count)
# sendline(bytes); recvline()

# recvuntil('Input :')
ijo.sendline('Hello')

r = 1o.recvline()

print(r)

io.i1nteractive()



pwntools

pwn

X p32(Oxaabbccdd) p8(Ox99) # pl6
print (hexdump(x))

\Y; u32(x[:4]) # u8, ul6, u32
print(hex(v))



{528 X rop

void overflow()

1
char buff[32];
printf("What's your name? ");
gets(buff);
strcpy(static_buffer, buff);
printf("Hello, %s\n", buff);



{58 : rop

' Local Variable]

' StackCanary] // 1f have
OldEbp]

'RetAddress]

Argl.
Arg2.
Arg3.




{BIZE : rop

[Local Vari....

AAAA
AAAA
AAAA
AAAA
AAAA
AARA K



{BIZE : rop

System]
'Ret Addr for System]
'Argl for System]




Execution & Dynamic Linking
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https://www.slideshare.net/AngelBoy1/execution-50215114

SirbRREMNAR I
- AEERHER TR
- 58 GOT entry ZZE5MEREYAIAL
- B stack BV KRR
- 58 return address %/ libc Bt
- 1% library S ABE - HRE—1E library S
- function ¥#2 lib address RYEEEE = E €AY
- function Z FERYAE ¥ FERE = [E E Y




5|28 : leak

- BIESERR stack BY address
- SRIREE address IAR

- Buffer overflow

- 3878 system()
- 787 "/bin/sh"




5|28 : leak

] leak THReFE! libc firk

- . E system() firik

- 8 "/bin/sh" & 1£ stack L&
- system("/bin/sh");




5|28 : leak

/

ESP ret

ESP+4 ret

ESP+8 ret

ESP+C system

ESP+10 "AAAA"

ESP+14 ESP+18

ESP+18 "/bin"

ESP+1C "/sh\0"




5178 : rop2

int main()

{
setbuf (stdin, NULL) ;
setbuf (stdout, NULL) ;

puts("Just a simple overflow! Exploit me.");
char buff[1];
gets(buff);



{5I%& : rop2

- 3878 system()

387 "/bin/sh"

=D
IRE

1_

AITHEE © — R HL buffer overflow



{5I%& : rop2

- 1518 ROP #1117 :
- puts(puts@GOT); // ZZ puts BY address
- main(); // B2l E _start
- H—X ROP Ayt |
- 15518 puts EXBY address » HH libc itk
- "/bin/sh" #1 system() &B1E7E libc 2 E
- system("/bin/sh");




